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How Do We Help Users
Make Better Passwords?



Password-Composition Rules

» Goal: Increase the password space
 In practice, many users comply in predictable ways

int.uchicago.edu

Create a Password or Passphrase

Passwords for your CNetID can be either a combination of letters, characters, and numbers

("H45karbat1890"), or a passphrase, which is typically a sentence ("l like chocolate cookies").

OPTION 1: PASSWORD

Your password must be between 12 and 18 characters in length.

It must contain characters from at least three of these four categories: uppercase letters, lowercase letters,
numbers, and symbols.

Symbols may include: '@ #$ % & *()-+=_I\[]{}<>,.:;/""2~""

It must not be based on a dictionary word or simple pattern such as ABCdefG.

It must not match any password you have previously used.

It must not begin or end with spaces.

Some tips on selecting good passwords

OPTION 2: PASSPHRASE

A passphrase is available to all CNetID holders.

The passphrase must be between 19 and 32 characters.

It cannot contain your CNetID or identifying numbers like Social Security Number.
Itis case-sensitive.

It may contain any of the characters allowed in passwords, including spaces.

It must not begin or end with spaces.

It must not match any passphrase you have previously used.




Password Expiration

« Goal: Make sure stolen passwords are invalid by the time
the attacker cracks them

* Require password change every X days? (No!)

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & Al
Time to rethink mandatory password changes

By: Lorrie Cranor, Chief Technologist | Mar 2, 2016 10:55AM
SHARE THIS PAGE o 0 @

TAGS: Authentication | Human-computer interaction | Passwords | Research

Data security is a process that evolves over time as new threats emerge and new countermeasures are developed.
The FTC’s longstanding advice to companies has been to conduct risk assessments, taking into account factors
such as the sensitivity of information they collect and the availability of low-cost measures to mitigate risks. The FTC
has also advised companies to keep abreast of security research and advice affecting their sector, as that advice
may change. What was reasonable in 2006 may not be reasonable in 2016. This blog post provides a case study of
why keeping up with security advice is important. It explores some age-old security advice that research suggests
may not be providing as much protection as people previously thought.

When people hear that | conduct research on making passwords more usable and secure &, everyone has a story to
tell and questions to ask. People complain about having so many passwords to remember and having to change
them all so frequently. Often, they tell me their passwords (please, don’t!) and ask me how strong they are. But my
favorite question about passwords is: “How often should people change their passwords?” My answer usually
surprises the audience: “Not as often as you might think.”




Problem 1: Bad Advice

Carnegie Mellon University

Password Requirements

Must Contain

s At |least 8-characters.

#« At least one uppercase alphabetic character (e.qg., 4-7).

#« At least one lowercase alphabetic character (e.q., a-z).

« At least one number (e.qg., 0-9).

« At least one special character (e.qg., [J~1@#§%~&*()?<>./_-+=].

Cannot Contain

¢« Known information (i.e., first name, last name, Andrew userID, date of birth, 2-digit
Carnegie Mellon ID number, S5N, job title).
+« Four or more occurrences of the same character (e.qg., aaaa, 2222, al23a345a678a).*
« A word that is found in a standard dictionary.®
(after removing non-alpha characters).

*This requirement does not apply to Andrew account passwords
that are more than 19 characters in length (e.qg., passphrase).

Additional Policies

+ Last five passwords cannot be used.
+ Cannot be changed more than four times in a day.




Problem 2: Inaccurate Feedback

twitter¥

‘ Password1!




Problem 3: Unhelpful Feedback

X Please enter a stronger password.

X Please enter a stronger password.




Proactive Strength Checking

* Initial idea: provide feedback

* In practice: complexities regarding what to model, and
now to do so efficiently

Password Strength

Passwaord strength: Strong [ Weak

strong

- vw Password could be more secure




User-Centered Security



Some Ways to Understand Users

* Retrospective analysis of password breaches
« Large-scale online studies

« Examine real passwords with permission

* Qualitative studies



Meters’ Security & Usability Impact

Password

Blase Ur, Patrick Gage Kelley, Saranga Komanduri, Joel Lee, Michael Maass, Michelle Mazurek, Timothy Passaro,
Richard Shay, Timothy Vidas, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor. How Does Your Password Measure Up?
The Effect of Strength Meters on Password Creation. In Proc. USENIX Security Symposium, 2012.



Meters Are Ubiquitous

Brilliant
Password Strength |
Password strength: Strong - Weak
Weak
Strong

- w Password could be more secure




Test Meters’ Impact

 How do meters impact password security?

 How do meters impact usability?
— Memorabillity
— User sentiment
— Timing

* \What meter features matter?

» 2,931-participant online study




Baseline Password Meter
LiveMail

Create a password

Account Password

A strong password helps prevent unauthorized access to your email account.

Type new password: |sss+|

8-character minimum; case sensitive

Password strength: Bad. Consider adding an uppercase letter or making your password longer.

Retype new password: |

— Make my password expire every 72 days.

 save |

©2012 Carnegie Mellon University Terms Privacy Developers



Visual Differences

Type new password:

Baseline meter

Three-segment

Green

Tiny
Huge

No suggestions

Text-only

|useniX|

8-character minimum; case sensitive

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.
Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair.

Fair. Consider adding a digit or making your password longer.



Visual Differences

Type new password:

Baseline meter

Three-segment

Green

Tiny
Huge

No suggestions

Text-only

|useniX|

8-character minimum; case sensitive

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair.

Fair. Consider adding a digit or making your password longer.




Scoring Differences

Type new password:

Baseline meter

Half-score
One-third-score
Nudge-16

Nudge-Comp8

8-character minimum; case sensitive

Excellent!

Poor. Consider adding a different symbol or making your password longer.

Bad. Consider adding a different symbol or making your password longer.

Poor. Consider making your password longer.

Excellent!



Key Results

« Stringent meters with visual bars increased resistance to
guessing

* Visual differences did not significantly impact resistance
to guessing

* No significant impact on memorability



(Revisiting) RNN Password Model Key Results

* Neural networks produce better guesses than previous
methods

» Larger model not a major advantage
* Browser implementation in JavaScript



Intelligibility (Explanations)




Building a Data-Driven Meter

Username )
Your password is very easy to guess.
m Don’t use dictionary words (Why?)
Password (password)
Mypassword123 m Capitalize a letter in the (Why?)
=== middle, rather than the first
Show Password & Detailed Feedback @ character

m Consider inserting digits into  (Why?)

Confirm Password the middle, not just at the end

A better choice: My123passwoRzd

How to make strong passwords

Blase Ur, Felicia Alfieri, Maung Aung, Lujo Bauer, Nicolas Christin, Jessica Colnago, Lorrie Faith Cranor, Henry Dixon,
Pardis Emami Naeini, Hana Habib, Noah Johnson, William Melicher. Development and Evaluation of a Data-Driven
Password Meter. In Proc. CHI, 2017.



We desighed & tested a meter with:

1) Principled strength estimates (RNN)
2) Data-driven feedback to users

—_
Lo
p—

—

=" sunshine

footbal playboy
angeis

basketball



1) Principled strength estimates (RNN)

football playboy
angeis

Jovel

=" sunshine

basketball



2) Data-driven feedback to users

=" sunshine

footbal playbay
angeis

basketball



Provide Intelligible Explanations

UnicOrns

Don't use simple Capitalize a letter in the
transformations of words or| [middle, rather than the first
phrases (unicorns - character

UnicOrns)

» 21 characteristics
* Weightings determined with regression



After Requirements Are Met...

Create Your Password

Username Your password could be better.
blase

A7)

B Don't use dictionary words or [Why?)
words used on Wikipedia

Password I

W Consider inserting digits into
the middle

Show Password & Detailed Feedback W Consider making your (Why?)
password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Displays Score Visually

Create Your Password

Username Your password could be better.
blase

Whe?

W Don't use dictionary words or
words used on Wikipedia

Password L

W Consider inserting digits into

B Consider making your

password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Provides Text Feedback

Create Your Password

Username Your password could be better.

blase W Don't use dictionary words or  [Why?)
words used on Wikipedia

Password

B Consider inserting digits into  [Why?)

the middle

Show Password & Detailed Feedback B Consider making your
password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Gives Detail (Password Shown)

Username
blase

Password
CryptoUnicorn3|

Show Password & Detailed Feedback #

Confirm Password

Create Your Password

Your password could be better.

W Don’t use dictionary words
(Unicorn) or words used on
Wikipedia (Crypto)

W Consider inserting digits into
the middle, not just at the end

W Consider making your
password longer than 14
characters

A better choice: C3ryptoUniCorn@

How to make strong passwords




...Offers Explanations

Username
blase

Password
CryptoUnicorn3|

Confirm Password

Show Password & Detailed Feedback #

Create Your Password

Your password could be better.

W Don’t use dictionary words
(Unicorn) or words used on
Wikipedia (Crypto)

m Consider inserting digits intn::
the middle, not just at the end

A better choice: C3ryptoUniCorn@

W Consider making your
password longer than 14
characters

How to make strong passwords




Explanations Shown in Modal

Ways to Improve Your Password
CryptoUnicorn3

Show Password & Detailed Feedback #

A better choice: C3ryptoUniCorn@

Your password could be better.

M Don't use dictionary words (Unicorn) or words used on Wikipedia (Crypto)
Attackers use software that automatically guesses millions of words
commonly found in dictionaries, wordlists, or other people’'s passwords

W Consider inserting digits into the middle, not just at the end
38% of people also put digits at the end of the password

M Consider making your password longer than 14 characters
n recent years, attackers have gotten much better at guessing passwords
under 16 characters

How to make strong passwords




Standard Feedback

Create Your Password

Username Your password could be better.

— W Don't use dictionary words (Why?)
(Unicorn) or words used on
Wikipedia (Crypto)

A better choice: C3ryptoUniCorn

LILT] ATy
password longer than 14

Confirm Passwo characters

A better choice: C3ryptoUniCorn@
Continue
- How to make strong passwords




Authentication In Practice:
Password Add-Ons /
Alternatives



Two-Factor Auth

Google Authenticator

Enter this verification code if
prompted during account sign-in:

alice@gmail.com

547173

alice.work@company.com

166123

Powered by Duo Security

Choose an authentication method

Duo Push

Q' call Me

[-| Passcode




Single Sign-On

f Login with Facebook




Single Sign-On: Shibboleth

1. Try to visit protected website

Browser

3. Pass SAML
message from SP.
Login ta 1dP.
Start 1dP session.

>
2. SP sends SAML message for |dP 6. Decrypt SAML

-+ message and verify
IdP signature.
Create SP session.

5. POST SAML from |dP to SP Send user back to
- original page.
7. Receive website content
-

website.ncsu.edu

4, Send a SAML message
containing attributes.

Instructed to pass the _
message to the SP. Signed metadata
including:
IdP entity|D and cert
SP entitylD and cert
... and others ...
Federation
metadata
IdP Server

shib.ncsu.edu

Diagram from https://docs.shib.ncsu.edu/docs/shibworks.html

For a good (long) explanation, see: https://www.switch.ch/aai/demo/



https://docs.shib.ncsu.edu/docs/shibworks.html
https://www.switch.ch/aai/demo/

Physical Tokens / Smart Cards

» Codes based on a cryptographic key
— Token manufacturer also knows the key

 \What If there Is a breach?




Authentication Iin Practice:
| Forgot My Password



Resetting Accounts

* | forgot my password!
* Send an email?

« Security questions?

* In-person verification?
* Other steps?

* (No backup)



Authentication in Practice:
Password Managers



Password Managers

* Trust all passwords to a single master password (still a
good idea in most cases)

— Also trust software
— Centralized vs. decentralized architectures




Authentication Iin Practice:
Password Reuse ®



Monitoring the Black Market

L ® / ff Listing xr \-}-

S! @~ € () tdeamgnduvm42g.onion/listing/3600 Bl @& Q Search

A0 =m0 w0 g BTCO0.0000 # Home 4 My RealDeal i Support (% Logout

heRealDeal All j | want to order ...

Home / Information and Fraud / Databases / Linkedin 167M

LinkedIn 167M

Ll
Linked m By peace_of_mind ( 100.0% )
05.0000/ BTC 5.0000
In stock. Qty: 0 j
Postage Option
il _I Buy It Now
Escrow Yes, escrow by RealDeal is available. Favorite —_—
Class Digital

Ships From Worldwide




@ BEST PRODUCTS REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS Q @ JOIN/ SIGN IN

SECURITY

Facebook buys black market
passwords to keep your account
safe

The company's security chief says account safety is about
more than just building secure software.

BY KATIE COLLINS | NOVEMBER 9, 2016 12:56 PM PST

fYF S xR



Measuring Vulnerability to Password Reuse

Linkedff] &% slack ) Ja\

prince55123. e =73 THE UNIVERSITY OF
Gmall <& CHICAGO
NETFL'X S—— princess123
Princ3ss123!
CHASE “, Cp amazon
Letmein’ stack overflow

P Pa yPaI

Alexandra Nisenoff, Maximilian Golla, Miranda Wei, Juliette Hainline, Hayley Szymanek, Annika Braun, Annika Hildebrandt,
Blair Christensen, David Langenberg, Blase Ur. A Two-Decade Retrospective Analysis of a University's Vulnerability to
Attacks Exploiting Reused Passwords. In Proc. USENIX Security Symposium, 2023. 45



Measuring Vulnerability to Password Reuse

poked . é*‘—' ego O

ia.4 THE UNIVERSITY OF
NETFLIX
querty1999

% CHICAGO

CHASE .

(/O amazon
Letmein! A
P PayPal :

Alexandra Nisenoff, Maximilian Golla, Miranda Wei, Juliette Hainline, Hayley Szymanek, Annika Braun, Annika Hildebrandt,
Blair Christensen, David Langenberg, Blase Ur. A Two-Decade Retrospective Analysis of a University's Vulnerability to
Attacks Exploiting Reused Passwords. In Proc. USENIX Security Symposium, 2023.

stack overflow

46



UChicago Password History Database

Create Password or Passphrase

.................... | 'y

You have already used this password before. Please choose a different one.

47



UChicago Password History Database

Username Hash of Password Created Changed

weimf hash(i<3cats1234) Sep 17, 2016 Jul 1, 2019
weimf hash(i<3cats2019!) Jul 1, 2019 present
hszym hash(p@nc@kes99)  Aug 15, 2018 present

blase hash(cyb#rS3curity) = Nov 10, 2017 | Aug 23, 2019

48



Study Flow

Part 1:

Measurement of
password reuse over
the past 20 years

Part 2:

Survey of users who
reused a password on
their university account

49



Study Flow

-

-

1) Finding
credentials in
leaked data

~

)

\KZ) Generating\
guesses for

university

. accounts

3) Checking A

\/
guesses and

protecting

\_ accou Nts Y,

-

-

4) Surveying
Impacted
users

~

)
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Study Flow

-

-

1) Finding
credentials in
leaked data

~

51



Starting Point: UChicago Usernames

/

\_

1) Finding
credentials in
leaked data

~

227,976 Usernames




Data Source 1: Data Breaches

-

-

1) Finding
credentials in
leaked data

~

)

e 450 Iindividual service breaches

Chegg (3 33

£ X0 ‘
“neopets wattpad YW

53



Data Source 2: Breach Complilations

a )

1) Finding g
credentials in e 12 large breach compilations
leaked dat : : :

et . Collection #1, Anti Public, etc.

Linked [ @
m lost.fm
v yahoo/

COMCAST

22myspace




Matching Strategies

-

-

1) Finding
credentials in
leaked data

~

username: blase

' SOSNE

blase@uchicago.edu
blase@cmu.edu
blase

blase99@gmail.com

55



Study Flow

KZ) Generating\
guesses for
university

. accounts

56



Compliance With Historical Password Policies

KZ) Generating\
guesses for
university

. accounts

Password

Passphrase

Time Period

2015 - Present
2010 - 2015
Prior to 2010
2016 - Present
2014 - 2016

Length

12 - 19
8-16
8-16
18 - 32
18 - 50

Character
Classes

3+
3+
2+
1+
1+

57



Guessing Common Passwords

/2) Generating\

guesses for
.4 THE UNIVERSITY OF

university o &
. accounts Llnkedm <y CHICAGO
passwordl »passwordl
LinkedInl » UChicagol

PAsswOrdl234 » PAssw0rdl234

58



Guessing Common Passwords

/2) Generating\

guesses for
university ® T THE UNIVERSITY OF
. accounts Llnked m <y CHICAGO
passwordl »passwordl

LinkedInl » UChicagol

PAsswOrdl234 » PAssw0rdl234

59



Tweaking Guesses (Similar Passwords)

guesses for
university

KZ) Generating\

. accounts

Password Tweaking

( . . )
Heuristic algorithms
e Dasetal [1]
e Wangetal [2] y
password » 2
Deep learning
e pass2path [3]
J
é )
Hashcat ruleset
e Best64.rule [4]
O v,

ﬁ

password
Password
password!
passwordl?Z3
plsswOrd

[1] A. Das, J. Bonneau, M. Caesar, N. Borisov, and X. Wang. The Tangled Web of Password Reuse. In Symposium on Network and Distributed System Security, NDSS, 2014.
[2] C. Wang, S.Jan, H. Hu, D. Bossart, and G. Wang. The Next Domino to Fall: Empirical Analysis of User Passwords across Online Services. CODASPY, 2018.

[3] B. Pal, T. Daniel, R. Chatterjee, and T. Ristenpart. Beyond Credential Stuffing: Password Similarity Models using Neural Networks. IEEE SP, 2019.

[4] J. Steube (“atom”) and Community. Official Best64 Challenge Thread, 2012. https://hashcat.net/forum/thread-1002- post-5284.html#pid5284

60



Study Flow

4 3) Checking A
guesses and
protecting

\_ accou Nts Y,

61



Transferring Guesses

4 3) Checking A
guesses and
protecting

. accounts

Username
nisenoff
blase

mgolla

Credential Guesses

Password
letmein123
gwerty123
Monkey<3

UChicago
Password History
Database



Notifying Vulnerable Users

/3) Checking A
guesses and
protecting
. accounts




Study Flow

-

-

4) Surveying
Impacted
users

~

/

64



Survey Users

4 N
4) Surveying
Impacted

users
. /




Ethical Considerations

» Approved by IRB

» Study design informed by discussions with:
—IT Leadership
—Provost’s office
— Communications team
—Alumni association

* Minimizing access to password history database
» Password resets to protect UChicago users



Results

12,247 correct guesses
based on password reuse



Results

We guessed at least one password for:



Results

We guessed at least one password for:

o 4.5% of all users in the password history database



Results

We guessed at least one password for:

o 4.5% of all users in the password history database

e 6.5% of users for whom we made a guess



Results

We guessed at least one password for:

o 4.5% of all users in the password history database
e 6.5% of users for whom we made a guess

e 32.0% of users with a uchicago.edu email in a data breach



Results

We guessed the current
password for

3.018 accounts



Sources of Correct Guesses

/1 individual service breaches

Linked 3] Chegg o
S 22myspace
COMCAST “fi\xeﬁopebs@ Forbes lost.fm

wattpadw @ @ yahoo.’

73



Sources of Correct Guesses

/1 individual service breaches
...and all 12 breach compilations

74



Number of Vulnerable Accounts Over Time

Type of Guess
—— Password Reuse Guesses
—— Change to Password Policy - Common Password Guesses

70001
=2 5000 I
4000+

0_ r

2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022
Date




Some Accounts Remained Vulnerable For Years

1500-

Number of Accounts

0 | T
2002

Breach
Occurred

Linked i3}

Date Breach
Became
Public

1000-

5001

L
LT

2014 2016 2018 2020




Number of Accounts

Some Accounts Were Quickly Exploited

Date Date Breach
Breach Became
Ch Occurred Public
800 £ .. 'E' ‘‘‘‘‘ _
£ :
600 i L‘H*
400 menasd i
........ :
200 ....... i
0 | ................. | | | | | | E | |
2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022

77



Number of Accounts

Some Accounts Were Quickly Exploited

Date Date Breach
Breach Became
Ch Occurred Public
800 £ """-"'""""‘:"‘-- ,
= :
600 s CL
400 menasd i
........ :
200 ....... i
O_ | ,........t._' ............... I"" | | | | | | E | |
2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022

78



Number of Accounts

Some Accounts Were Quickly Exploited

Date Date Breach
Breach Became
Ch Occurred Public
800 - v ” J:-
ra :
600- E L
400- CLLLLLL i
200- ------- :
o} I BT PITPHTE e i ' a
8 2020 2022

2002 2004 2006 2008 2010 2012 2014 2016 / 201

Password resets due to suspicious activity

79



Passwords Created at UChicago Before Breach

5,398 passwords
valid only before data breach
5,915 passwords
Valid before & after data breach

934 passwords
Valid only after data breach

Before Date of After
Data Breach Data Breach Data Breach

80



Impact on Specific User Groups

Linked [}

Students 11.2%

Faculty 54.3%

Chegg

41.4%

2.2%

81



Importance of Cracking Hashes

Plaintext
85.3%

Hashed
14.7%

Sunshine!
correctbatteryhorsestaple
i@mforg3tful!

ineedapassword

5FADCC3B5AA765D61D8327DEB882CF99

482C811DA5D5B4BC6D497FFA98491E38

62099D23A9D9910879D67449D9EOS4ED

1C8F93D67A694EE1DE6363D20228DACS

82



Importance of Tweaking Guesses

Password

Verbatlm password! Tweaked
Reuse passwora —s passwordiz3 Pggswords
547% pl@sswOrd 453%

password

83



User Reactions and Experiences (N = 40)

» Users are aware they are reusing passwords

* Users know about some, but not all, relevant
oreaches

* Some users were unaware they had acco| dintknow that
even had a Chegg

that had suffered a data breach account...” (P2)

o
an




Key Recommendations for Organizations

Ga [Implement processes to expire unused accounts

‘;- HIBP

(

.

Using credential checking services when passwords are created is not enough

(

.

Promptly check high-risk breaches when they become public

(

.

Check for reuse of hashed and tweaked passwords in less common data breaches

(

.

Use 2FA and consider moving to FIDO2 Passwordless Authentication

85




Notifying Users About Password Reuse

Keep your account secure

Based on our automated security check, your Facebook password
matches one that was stolen from another site. We aren't aware of any
suspicious activity on your account, but please change your password
now to help keep it secure.

Maximilian Golla, Miranda Wei, Juliette Hainline, Lydia Filipe, Markus Dirmuth, Elissa Redmiles, Blase Ur. “What was
that site doing with my Facebook Password?” Designing Password-Reuse Notifications. In Proc. CCS, 2018.



Password-Reuse Notifications

™ Gmail Blase U <iaseuragmaicom> |

Important information regarding your Houzz account e P i Gonge Prge
Mouzz <roreply (Phourz com>. 1013PM(12hoursage) & - houzz Someone has your password o
Thes mensnge has been demied Feviorn mestage Google <no-reply@accounts.google.com> Sun, Oct 30, 2016 at 2:38 PM
e Spotify To: blaseur@gmail.com
% houzz PR CoNE Your Mwthy. Google [o]
Please update your I
IR, Spotify password. SRR, 7 75
m:‘cm:;::\m:::’: W daren 10 in atismpt to your shoad & hoto 10 to confiem your entty. Someone has your password

5 et your Sy accour, we've rost your oo T
mcrn.zm o b o v o) e i 1
260Vt Wi Whch 1o, uon e e

_,N o Yous Identty

As a precaution, and to protect
update your password 1o acces:
forgotPassword

HiBa
‘Someone ust used your passward fo ty fosign i t your Google Account
blaseur@gmai com.

Wed. Sep’, 2017 1322 PM
Dot werryt Tha i ursy  prventatio sty s Nty
o acoseand your Spoy 0comut, e your utn ' e

o
(] Sunday, Octobr 3, 2016 338 P (Cental Alica Tme)

pirit [ Fevenvon e

From: Microsaft sccount tesm
Date: Friday, April 17, 2015 at 26 AM
Sublect: Microsoft account unusual sign-In activity

Mi

== Unusual sign-in activity

Vou received this mandt

T comproese of yos mererne o puaret 60 o e Inrp aep. As a reminder R is & best practk
e oo el v gt f you share them across service
I «=»
' The Houzz Team
=
s

5 crote o a5 s o 03 Bk o Spotry. ey
PR ————

ld asignin

proactive sweep of known daa Best,
were bted caline Ll 2 s Guarding your parsonal informaion s very Impartant 1 us, 50 we The Googe Accoun!
want 1o make you aware of a situation that could Impact your Spint

Aiinas FREE SPIRIT account

To casure the securny o your e
g passnced e ok s

rosoft account

Adabe Sy

e AT ——

ey 2 .

" Wo have loamed that your login nformation appears t have been

JESS—— compramised in connaction with a ricr breach, urveate o Spri
Alfines. Tis activiy does ot appear 1o be associaed wih any

[
rovens Secary Toses

sach s e Drples
Osar Evamte ute

s the secorty section.
0can o smetbes webes

actinty on the Evemete netuor h

contant rou slors n Evemols was sccessed. o

o o ehmatan e sy Lol b
— AL his tme, there is no evidence that your credit card

e Pes Information Is atrisk. I oxcer 1 protect acosss t you FREE
o e | SPIRIT accounl, we have disabled your current password and have
M sent or wil be sending you instructions o pdate your FREE
SPIRIT password,

We'te here 10 help. 50 ¥ you have any questions, please do not
hestate to contact us.

Jour oo prodasor . We detected something unusual about a recent sign-in to the Microsoft account *
©2015 Google nc, 1500 help keep you safe, we required an @xr3 security challenge.

Sign-in detais:
Country/region: United States
1P address: 56.5.655.56

Date: 4/17/2015 6:26 AM [EST)

I this was yeu, then you can safely ignare this email.

@comeast nat, To

maln Your account s in fead-only mode to protect your pins om suspicious actiity. Piease reset your password to secure your sccoun.

Busness cusomens was Sincerely.
Pinterest St Alines . .
Tha iveshpation hes sboves howwvec thet v il Add+ A 1t you're not sure this was you, a malicious user might have your password. Please review your recent activity
Sl o g s 5 B wn, wi and well help you take corrective action.
enocied wih Evamste .
Hatto - |
To opt out or change where you receive security notifications, click here,
At Amazon we ok your sacusty and prvacy vy sariously As part of ourrctine moniceing. wo hicorered st f emal S
5 celioe. Vihde the st was 1t " May Hav

" e have igned
Password Reset R 'Word 10 yous AMazon com accoun out o an abundance of caUion - Thanks,
The Microsaft account team

ecentlv. there was a securit

st your password whe you 1stum 10 the Amazon oo ste. To reset your

P Sty i e Kif Leswing Y008 o Amizin com. O 1he ign T g, B F g Yo PRSSwordT k10 bl Ak o Meope - Toch i
gy t s
: Scurats Puwae Wow B Adimitook | @ Toge O Gk | S i ]
jane_doe ! 2
— * Regly > Forwad @ Achive @ Juk € Deke
e AR L NETFLIX
DR — " X | prte roowh@rineamternt
A s 7 E— possible on Linkedin, we're = Keep Your Account Secure e wﬂ' Ot A DewrSam.
T o ste and the
B aie s pator Memgots and e : Your security on Instagram is a top priority 4 Z
> ; for us. Based on our automated checks
recanty your Linkedi from ,
you must reset your ke Lihui, s el ourl amic o ek oo pied e il we've discovered that the password you use

for Instagram is the same as one that w

stolen from another site. We haven't

detected any suspicious activity on your

account, but we recommend you change
your password

b Change Password

1073
followers

S

et et com 10

password before you can e Hi, Ajay

continue

Here's how:

We tink somecne may have logged into your Pinterest

account winout your peission. Please create a new
10 secure your account

Reset Password

1..Go to the Linkedin website.

Your email was found in a leak of user data from another service.
We're temporarily preventing access to your account to protect it
against unauthorized access, in case you've reused the same
password on SoundCloud.

Your email address or profile URL*

saemennnee ENter your email address or profile URL 1000 page.

2. Next 1o the password field, click the "Forgot your password” ink, and
‘enter your email address.
oo o A e Gt o 1 1 108

More information:

3. You'll get an email from Linkedin asking you to click a link that will heip
you reset your password. 2615

P ¥ < Nt T

88! e pit
followi

your your pi g
3 i you secure & weh 8 1 & Aher you craste 2 new passwerd. yeur sccourt wil be flly
tonst

4.0nce you've reset your password, a confirmation email wil be sent 10 the

confirmed email addresses on your account, Guestons? G 1-866.578.7172

- Edit Profile Thans,
Fene wemrea: A link 10 reset your password will be emalled to all addresses.

o e 0 s A550CIAted With your account. To learn more, visit our Help Center.

Request a password reset

Thanks for helping us keep your account safe,
The Linkedin Team




Authentication In Practice:
Checking for
Compromised Credentials



Checking for Compromised Credentials

9)
[

09:419 il

Home Notify me Domain search Who's been pwned Passwords API About Donate B P

¢ Back Security Recommendations

I;__ h av e i b e e n pw n e d ? Detect Compromised Passwords \_()

iPhone can securely monitor your passwords and alert you if
they appear in known data leaks

Check if your email address is in a data breach
HIGH PRIORITY

Change Password on Website

4’ Firefox Monitor Breaches Security Tips

Google Account

Password Manager

See if you’ve been part of
an online data breach.

Find out what hackers already know about you.
Learn how to stay a step ahead of them.

Password Checkup

Check the strength and security of your saved passwords. Find out if they've
been compromised and get personalized advice when you need it

Check for Breaches

https://www.zdnet.com/article/google-launches-password-checkup-feature-will-add-it-to-chrome-later-this-year/
https://ios.gadgethacks.com/how-to/ios-14-monitors-your-passwords-protect-you-against-data-breaches-heres-works-0341281/



Checking for Compromised Credentials

Under the hood:

How Password Checkup helps keep your accounts safe

01

Whenever Google discovers a
username and password
exposed by a data breach, we
store a strongly hashed and
encrypted copy of the data.

02

When you log in to a site you use,
Password Checkup will send a
strongly hashed and encrypted
copy of your username and
password to Google. This ensures
that Google never learns your
account details.

03

We use private set intersection
with blinding to seach through
every unsafe username and
pasword without revealing your
account details, or anyone else's,
during the process.

04

The final check for whether
your username or password
was in a data breach is entirely
local. If your account details
were exposed, you should
change your password
immediately.

- B ABB1CO 88 C47C 67 1C BE F4 22 6108 01A% 31 C:)

v Argon2 hash

v
AUKBGHIGFLENSKgFCuUSW-nUNGPKOLMCUtwWK = ol

Eliptic curve encryption

We keep an unencrypted, 2-byte
hash prefix to partition the database.

We encrypt the full hash using a secret key
©=r known only to Google.

Loginto Exampie.com

s R R ABB1CO88C47C 67 1CBEF422610801A931 -

— 2 ©)

f— v
A9817QFbiJNGT+cyclc3wdxBbEIbkiGaatGEGOk= B

Google only learns an anonymeus
hash prefix of your account details.

Password Checkup encrypts your full account details
using a secretkey @y known only to you.

Password Checkup fetches an encrypted database of
every unsafe username and password that shares the ABBI1
same ananymous hash prefix of your account details.

To search this encrypted data,
Password Checkup asks Google
to re-encrypt your account details
with O

Ayjm5BQ+ J1eEjKVISRONZ pzejwmAvnx/gTonNwl
0.8
v
AjjUKBGh]GFLENIkgFeuSw+nUWgp WK

Password Checkup locally decrypts
the result with @, This yields a copy
encrypted only with O

Password Checkup locally searches
if your username and password, now
encrypted with @ . match any of
the unsafe username and passwords
in the encrypted database S

+nUWgPKOLMcutwiWl

AEFGUUIFVMIY:

https://security.googleblog.com/2019/02/protect-your-accounts-from-data.html



Authentication In Practice:
Moving Towards A
Passwordless World?



Passwordless FIDO?2

FIDO2 BRINGS SIMPLER, STRONGER
AUTHENTICATION TO WEB BROWSERS

O OO nhttps/mww.fidobank.com

USE WHAT'S ON YOUR PC...

@</ ©)

P
[ QIP ] [//C_)\\ ] [ * ] OR USE YOUR DEVICE!
= 1 AR
FROM LEADING BROWSERS N D i,
¢ceeo ,

PLEASE AUTHENTICATE -G

FIDO AUTHENTICATION: THE NEW GOLD STANDARD

‘ ) ’ aetna BankofAmerica %%

#2propbox b facebook

m Google décomo [P PayPal
:
Protects against phishing, Log in with a single Already supported in
man-in-the-middle and gesture - HASSLE FREE! market by top online
attacks using stolen services

credentials



Passwordless FIDO?2

« Goal: Authenticate on web using public-key crypto
* Created by the FIDO Alliance, now a W3C standard
* https://www.w3.org/TR/webauthn-2/

* Originally intended to be implemented in specialized hardware
OR In software using a TPM/TEE



https://www.w3.org/TR/webauthn-2/

Passwordless FIDO2: WebAuthn Protocol

Lookup
public key

Verify signed
challenge with
public key

Relying Party
(Cloudflare)

@e

Challenge,
Credential ID
wo
@
& Signed challenge
(&)

\

Client Browser

®@er

Challenge,

Relying party’s domain

@

€& Signed challenge

Credential ID, =——

Authenticator

Using credential ID and
relying party's domain,
lookup private key

@

Sign challenge with
private key

Image from https://blog.cloudflare.com/cloudflare-now-supports-security-keys-with-web-authentication-webauthn



Integrating WebAuthn With Okta

USER os CLIENT SIDE SERVER SIDE OKTA
@ Web Authn .
h i Appin Browser -Si
& Customer Authenticator PP E Server-Side App oktq,
o Call Authenticateasync()
User enters username and password on sign-in page to start auth flow
1-3. Start enrollment . .
flow Generate list of
available
Return status Awaiting authenticators for
Authenticat enroliment
Display list of authenticators to user “E entcation
I I nrollment I I
4, Display a list of
possible authenticators
Call SelectEnrollAuthenticatorAsync()
User selects WebAuthn authenticator with Authenticatorld
5. Retrieve encrypted chGa?I::::inr
challenge and user Call navigator.credentials Return status WebAuthn
information .create() with challenge Challenge and AwaitingAuthenticator el
and user info user information Verification
Prompt user for
consent and verification
6. Enroll
authenticator via
the browser User verifies identity .
Create, encrypt, and Call Enroll
send verification credentials Stringified AuthenticatorAsync()
7. Send verification (clientData and attestation) credentials with Credentials

credentials to Okta . . . . .

Validate Signature,
store credential
ID and public key in
association with
user accounts

Return status
AwaitingAuthenticator
Enrollment
8. Enroll more
authenticators or

. X Complete enroliment and sign user in
sign user in . .

Return status Success

Image from https://developer.okta.com/docs/guides/authenticators-web-authn/main/



Passwordless FIDO2: User Interaction

« Type a PIN into the device, present biometric (fingerprint) to
hardware reader, or press a button on the key




Passkeys

« Goal: Make FIDO2 / WebAuthn more usable by syncing the
private key across devices
« See: https://developers.google.com/identity/passkeys
« Example of Google’s changing approach over the years:

Our Passwordless journey

Passkeys bring us much closer to the passwordless future we've been mapping out for over a decade.

2008 2011 2013 2014 2017 2023
| L ____________| [
Launched Enabled Introduced Joined the Expanded Introduced Extended our Enabled
Google 2-Step phishing- FIDO Alliance | phishing- Advanced FIDO support passkeys
Password Verification resistant todrive open | resistant Protection in Android for | for Google
Manager for (2SV) for security key standards security keys Program passwordless | Accounts,
easier and Google for Google fora for everyone. (APP) for re-auth across | Workspace
safer sign-ins. | accounts. employees. passwordless high-risk websites. customers
world. users. and 3rd party
partners on
Chrome and
Android.



https://developers.google.com/identity/passkeys

What about
Biometrics?



 —

*Images on previous slide fair use from androidcentral.com and businessinsider.com. Photo above fair use from abcnews.com
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*Images fair use from ccmcinc.com, filmjunk.com, and discovermagazine.com
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Biometrics

Fingerprint

Iris scans or retina scans
Face recognition
Finger/hand geometry
Voice or speech recognition
The way you type

(Many others)



Practical Challenges for Biometrics

* Immutable (can’t be changed)

* Potentially sensitive data

* High equipment costs

» Sensitive to changes in the environment
* Biometrics can change over time



Storing Biometrics: Templates

Biometric Minutia Points Minutia Map Data Stream

0101010001101000011010

0101110011001000000110

QO 10010111001 10010000001

o, Q o 9, 1011100110111101110100
0010000001100001011000

q 1101110100011101010110

0001011011000110110001

- ? - 1110010010000001100110
q Q\ P P Q\ 0\ P P 0110100101101110011001

-0 ou=0 1101100101011100100111
N =23 Ry 2 0000011100100110100101
o o 101110011 1010000 100000
-0 -0 0110010001100001011101
-0 -0 0001100001001011000010

Terminate

Smart Mobile Device
Administrator

Enter 1D, ,PW,, .FP;

FP,

Generate 7,
Compute hy,,
Yaps Vag» Uy

W

Fuzzy Extractor —

- | Authenticated
‘L R'=Rep (FP;,P) J server Step 6
hbalan Send (IDjs]lr,).

Uy Ty,




Smartphone Biometrics

» Purpose is to reduce the number of '_
times a user must enter their password -

 Falls back to the password

« Some facial recognition systems can be
tricked by a photo L —

* Some fingerprint recognition systems w
can be tricked by a gummy mold i / / J

*Images fair use from creativebits.org, and businessinsider.com.
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