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Additional Web

Security Topics



Processing Data on the Server

• JavaScript is client-side

• Server-side you find Perl (CGI), PHP, Python (Django)

• Process data on the server

• What happens if this code crashes?



Storing Data on the Server

• Run a database on the server

• MySQL, SQLite, MongoDB, Redis, etc.

• You probably don’t want to allow access from anything other 

than localhost

• You definitely don’t want human-memorable passwords

• To emphasize the last lecture: use prepared statements and 

otherwise do worry about code injection!



CMS (Content Management System)

• WordPress (PHP + MySQL), Drupal



CMS Defaults / Vulnerabilities

• WordPress attempted logins:



Online Tracking



• Advertisers want to show you advertisements targeted to 

your interests and demographics

Online Tracking



You might like dogs!

Data-Driven Inferences



Online Tracking

• First party = the site you are visiting (whose address is in the 

URL bar)

• Third party = other sites (i.e., origins) contacted as a result 

of your visit to the first party

• First-party tracking (on search engines, shopping sites)

• Third-party tracking (ads on lots of sites)



• Use cookies, JavaScript, URL parameters to track

Mechanics of First-Party Online Tracking



Mechanics of First-Party Online Tracking



Mechanics of Third-Party Online Tracking



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Cookies)

Image taken from https://networkencyclopedia.com/http-cookie/



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Response)



Details of What’s Happening in HTTP (Response)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



Putting It Together

• (Unless browser is blocking it) third party gets its cookies

• (Unless browser is blocking it) third party sees “referer” [sic]

• First party can choose to send info to third party via URL 

parameters (not a violation of Same Origin Policy!)

• Third party sees this information for many first parties



• JavaScript / images from advertising networks loaded as 

part of your page

– In iframes

– Or sometimes not

– Why does this matter?

• Let’s discuss: what can an ad network learn, and how?

Mechanics of Cookie Syncing



From Papadopoulos et al. “Cookie Synchronization: Everything You Always Wanted 
to Know But Were Afraid to Ask,” in Proc. WWW, 2019.

Mechanics of Cookie Syncing



Track Visited Sites

• Subtle side channel!

• (Loophole has since mostly been closed)



Browser Fingerprinting

• Use features of the browser that are relatively unique to your 

machine

– Fonts

– GPU model anti-aliasing (Canvas fingerprinting)

– User-agent string

– (Often not) IP address (Why not?)



• Use combination of device features as an identifier

• https://coveryourtracks.eff.org/

Browser Fingerprinting

https://coveryourtracks.eff.org/


Alternatives to Cookies 

for Tracking / Profiling



Google’s FLoC

• Federated Learning of Cohorts

• Clusters users based on their browsing activity and assigns 

a cohort ID

– Uses SimHash for clustering

– Clusters intended to contain 1,000s of users

• Criticisms include fingerprintability, ability to tie cohort to 

PII, and collapse of different browsing contexts

• (Abandoned in early 2022)



Google’s FLoC



Google’s FLoC

Image taken from https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea



Google’s FLoC

Image taken from https://arstechnica.com/gadgets/2021/04/everybody-hates-floc-googles-tracking-plan-for-chrome-ads/



Google’s FLoC

Image taken from https://www.privacyaffairs.com/google-floc/



Google’s Topics API



Google’s Topics API
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