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Legal Considerations in 
Computer Systems 

Research



Computer Fraud and Abuse Act (1986)
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https://www.congress.gov/bill/99th-congress/house-bill/4718

• Prohibits unauthorized access to a computer system

• “Creates new Federal criminal offenses of: (1) property theft by computer 
occurring as part of a scheme to defraud; (2) altering, damaging, or destroying 
information in, or preventing the authorized use of, a Federal interest computer; 
and (3) trafficking in computer access passwords.”

• First felony conviction: Morris Worm of 1988

• Used to prosecute Aaron Swartz for downloading JSTOR articles en masse

• Used to prosecute George Hotz (geohot) for jailbreaking the PS3→ settlement



Computer Fraud and Abuse Act (1986) ---
May 2022 updates
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https://www.justice.gov/opa/press-release/file/1507126/download

• “The attorney for the government should decline prosecution if available evidence 
shows the defendant’s conduct consisted of, and the defendant intended, good-
faith security research […which…] means accessing a computer solely for purposes 
of good-faith testing, investigation, and/or correction of a security flaw or 
vulnerability, where such activity is carried out in a manner designed to avoid any 
harm to individuals or the public, and where the information derived from the 
activity is used primarily to promote the security or safety of the class of devices, 
machines, or online services to which the accessed computer belongs, or those 
who use such devices, machines, or online services. Security research not 
conducted in good faith—for example, for the purpose of discovering security 
holes in devices, machines, or services in order to extort the owners of such 
devices, machines, or services—might be called “research,” but is not in good 
faith.”



Bug Bounties
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Table taken from https://www.bugcrowd.com/bug-bounty-list/



Funding and $



Software Licensing
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Table taken from https://en.wikipedia.org/wiki/Software_license



Funding Models for Technology

• Who is funding technology?

• What are their goals?

• Who will benefit?

• How will the workforce be affected?
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The Difficulty of
Managing Data Rights
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Data Access Rights / Data Management / 
Data Freedom



Data Rights Management (DRM) Tech

• The use of technical mechanisms to enforce rights

• Pretty much an arms race

• Example from the 1990s: DVD Content Scrambling System (CSS)

• DeCSS from Jon Lech Johansen and others
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https://www.justia.com/intellectual-property/copyright/copyright-safe-harbor/



DMCA Safe Harbor

• Digital Millennium Copyright Act (DMCA) of 1998

• Criminalizes circumvention of DRM

• Criminalizes circumvention of access control (regardless of intent or 
subsequent actions)

• Raises penalties for copyright infringement on the internet

• Creates safe harbor for online service providers, including ISPs

• Copyright holders submit DMCA takedown notices

• Takedown notices are now often automated or semi-automated
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https://www.justia.com/intellectual-property/copyright/copyright-safe-harbor/



The Politicization of 
Technology



Huawei and 5G Politics
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See https://www.bbc.co.uk/news/resources/idt-sh/Huawei



Crypto Export Rules

• Crypto was, until the 1990s, on the U.S. Munitions List

• Netscape SSL: “The ‘U.S. edition’ supported full size (typically 1024-bit or larger) 
RSA public keys in combination with full size symmetric keys (secret keys) (128-bit 
RC4 or 3DES in SSL 3.0 and TLS 1.0). The ‘International Edition’ had its effective key 
lengths reduced to 512 bits and 40 bits respectively (RSA_EXPORT with 40-bit RC2 
or RC4 in SSL 3.0 and TLS 1.0).”

• See Bernstein v. United States court cases
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See https://en.wikipedia.org/wiki/Export_of_cryptography_from_the_United_States



The Crypto Wars (of the 1990s)
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See https://www.bbc.co.uk/news/resources/idt-sh/Huawei



The Crypto Exceptional Access Wars (of 
the 2010s)
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See https://www.theguardian.com/technology/2016/mar/28/apple-fbi-case-dropped-san-bernardino-iphone



The Crypto Exceptional Access Wars (of 
the 2010s)
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See https://www.theverge.com/2021/4/14/22383957/fbi-san-bernadino-iphone-hack-shooting-investigation



The CSAM Wars (of the 2020s)
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Image from https://www.macrumors.com/2021/08/06/apple-to-consider-csam-detection-per-country/

● Apple planned to detect Child Sex Abuse Material (CSAM)



The CSAM Wars (of the 2020s)
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https://www.eff.org/deeplinks/2021/08/apples-plan-scan-photos-messages-turns-young-people-privacy-pawns



The CSAM Wars (of the 2020s)
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See https://techcrunch.com/2021/12/15/apple-removes-csam-detection-website



Censorship on WeChat
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Images from https://citizenlab.ca/2020/05/wechat-surveillance-explained/



Responsibility



Who is responsible for… 

● …a bug in code?

○ …a security flaw caused by a bug in code?

■ …the Heartbleed vulnerability?
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Who is responsible for… 

● …an ML model?

○ …an ML model that makes an automated decision?

■ …an ML model that causes someone to be jailed incorrectly?
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Who is responsible for… 

● …a self-driving car?

○ …a self-driving car that crashes?

■ …a self-driving car that crashes after being cut off by a human?
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Who is responsible for… 

● …a robot?

○ …a robot that is offensive?

■ …a robot that bullies someone and causes them harm?
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Who is responsible for… 

● …automation software?

○ …automation software that saves a company money?

■ …automation software that puts someone out of work?
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Consideration of Ethics
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What will you do?

● Real-world scenarios rarely have a perfect decision. Instead, you’ll make 

and participate in myriad decisions that, together, will have consequences, 

good and bad.
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Recap



Topics Covered in the Last Nine Weeks

● The influence of UI / dark patterns
● Anonymity
● Privacy law / regulation / philosophy
● Data lifecycles / data rights (erasure, access, portability)
● Ethical experiments
● Data quality, data errors, and statistical pitfalls
● Generalization in ML
● Fairness and bias in ML and NLP
● Documenting, auditing, and explaining models
● Differential privacy
● Privacy engineering techniques
● Data formats, accessibility, and internationalization
● Wasting human’s time; wasting energy to prove work
● Tracking and inference, surveillance
● Responsibility and values
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