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Online Tracking

* Advertisers want to show you
advertisements targeted to your interests
and demographics

Accounting & Finance Jobs

Action & Platform Games

Android OS

Banking

Beaches & Islands

Bollywood & South Asian Film

Business & Productivity Software

How your ads are personalized

Action & Adventure Films

Adventure Games

Autos & Vehicles

Bars, Clubs & Nightlife

Blues

Books & Literature

Business News

Ags on the wed
Make the ads you see on the web more Interesting

Many websites, such as news sites and biogs, pariner with us 10 show ads 10 ther
visitors. To see ads that are more related 10 you and your interests, edd the categones
Dadow, which are based on sites you have recently visited. Leamn More

Your interests are associated with an advertising cookie that's stored in your browser, If
you don't want us 10 store your interests, you can opt out below. Your ads preferences
only apply in this browser on this computer. They are reset if you delete your browser's
COOKIas

'+ Watch a video: Ads Preferences on GON explaned

Your categories

Below you can review the interests and inferred demographics that Google has associated
with your cookse, You can remove of edt these at any time.

Arts & Entertainmant
Computers & Electronics

Computers & Blectronics - Consumer Electronics - Gadgets & Portable Electronics - PDAs
& Handheids

Intermet & Telecom
Intemet & Talecom - Mobile & Wiraless - Mobde Phones - Smant Phones
Law & Government

Scence

Your demographics
We infer your age and gender based on the websdes you've visited. You can remove o
edil these at any time.

Age: 3544
Gender: Male




Online Tracking

* First party = the site you are visiting
(whose address is in the URL bar)

* Third party = other sites contacted as a
result of your visit to that site

 First-party tracking (e.g., for search)
— Consider DuckDuckGo and alternatives



Data-Driven Inferences

= SouthernLiving ~ svescree
TTTTTT

Here Are the Most Dog-Friendly Restaurants in the
United States

0000




Targeted Advertising

Affinity audiences

Music Lovers »
News Junkies »
Nightlife Enthusiasts p
Outdoor Enthusiasts >

Pet Lovers >




Targeted Advertising

< c www.example-business.com

Dog beds and
other pet
supplies

PetStuffSite
petstuffsite.com



http://petstuffsite.com

Targeted Advertising

< c www.example-business.com

Dog beds and
other pet
supplies

PetStuffSite
petstuffsite.com



http://petstuffsite.com

Mechanics of Tracking

« Canonically, tracking is accomplished via
HTTP cookies

— Third-party cookies



Online Tracking

« JavasScript / Images from advertising
networks loaded as part of your page
— In iframes
— Or sometimes not
— Why does this matter?

— Does this also apply to email? (Yes)



Ubiquity of Online Tracking

gnnnsmnv
<« TRACKERS Block All
22 Trackers
found on © Advertising
WWW. mynews.com 10 TRACKERS 3 BlOCked
Advertisimgcom II
22 DoubleClick
Google Adsense
4 Blocked Korrelate
Mot
W Trust Site
8 Restrict Site
Polar-Mobile

Pause Ghostery

Map these trackers

ScoreCard Research Beacon

Tacoda




My Group’s) Tracking Transparency

Debugging with Firefox Developer = X @, Tracking Transparency @ The New York Times - Breakinc X _

® U @& https://www.nytimes.com . &

= SECTIONS Q SEARCH Tracking Transparency
ENGLISH 32 (CHINESE) ESPA

(o d od J On The New York Times - Breaking ..., there are 5
Che New Horky o

Friday, March 16,2018 =] Teday'sPant  One of these trackers is Google, which knows
about your activity on this page and 3829 others.

World U.S. Politics N.Y. Business Opinion Tech Science Health Sports A
In total, 769 trackers have seen you visit 72313
pages. The Tracking Transparency extension has
determined that these companies could have
inferred your interest in 7162 topics.

Show me more about what the trackers know

) TRILOBITES
Trump’s Steel _
Tariffs O o
ariris Upen e ers. 9 Controlled Elite
Lobbying \LLZZzh  (pxreOVE r
& ; The duty of the president’s The energy that elites ’
F IOOdga te \ _\?f 3 L 18 team is not to second guess spend being ashamed
- *. N ST 3 LLSENS him ar tha aitenma of tha lact af thair advantacac wanld ha



y Group’s) Tracking Transparency

Tracking Transparency  Interests  Trackers  Sites  Activity

Home

What are trackers and interests?

> 6 > 000

When you browse onling, your online These companies track your browsing to
activity can be tracked by ad networks make guesses about what topics you Companies can personalize your online
and analytics companies. might be interested in. experience based on these interests.
Click on the circles above to learn more.
We call these trackers. We call these topics interests.
Your Top Trackers Your Top Interests 39 7 6
@ Trackers encountered [ Pages visited o Potential interests
1 | Google 1 | Law & Government
2 | Chartbeat 2 | Online Communities
Recent Interests Recent Sites
3 imi 3 i
Sl PEl B SRR e Law & Government o twitter.com
e Computers & Electronics » efforg
4 | Microsoft 4 | News ¢ Shopping * amazon.com
o News e cnn.com
e People & Society e nytimes.com

5 Amazon.com 5 Shopping



My Group’s) Tracking Transparenc

Tracking Transparency  Interests | Trackers = Sites  Activity

Home > Trackers

@ Who is tracking you?

47 trackers have been present on the sites you visited since installing Tracking Transparency. Your most frequently encountered tracker is Google,
which was present on 63.79% of the pages you visited.

Google

Google
Google
63.79% of all pages
ot [ R 37 1 14
Pages Sites Interests
Krux _ Google was present on 37 pages across 11 sites that
Twitter _ you visited since installing Tracking Transparency. From
those tracking encounters, they may have guessed that
Facebook _ you are interested in 14 topics.
Optimizely - More about this tracker »
Microsoft -
Criteo -
o
The Trade Desk -
media.net -
BlueKai -



(My Group’s) Tracking Transparency

1) Categories keywords extraction

;k Google Ads Category ) 2) Webpage keywords extraction
Wikipedia API Given Webpage
i\ S <
e N\ 1e N
Relevant Articles Text Extraction
- Ji s g
s 2} 1 N
Text Preprocessing Text Preprocessing
- I s d
Keywords Extraction Keywords Extraction :
AN J: AN Ji
i| Category Keywords List | il Webpage Keywords List |:

. R
Keywords Matching
L y,
v
. ™)
Assign Category




My Group’s) Tracking Transparency

Tracking Transparency | Interests = Trackers  Sites  Activity About

Home ) Interests

i What interests might they think you have?

Trackers collect information about the pages you visit and use this information to identify topics, or interests, that might be relevant to you.
These interests are then used to target ads to you and personalize what you see online. Companies don't usually reveal how they determine
your potential interests. Based on the pages you visited, Tracking Transparency's simulations have identified 52 topics trackers might think are
relevant to you.

For example, you recently visited theverge.com, which Tracking Transparency has determined may be about News.

The chart below shows the interests suggested by your browsing activity. Click a slice of the chart to see more details.

Home Improvement
1 8
Sites Trackers

1 of the sites you visited were about Home
Improvement. These sites contained a total of 8
trackers.

Home Improvement is a somewhat popular interest.
Other people are often somewhat comfortable with
Home Improvement having their interest in this topic being used to

personalize their web experience.

More about this interest »

Filters

Recency @ 24 HRS 7 DAYS
Popularity @ LESS MORE
Comfort @ LESS MORE



Ad Bidding Marketplaces

DATA LEAKACE
IN ONLINE
ADVERTISING

This is the current process of
real-time bidding that is used
in online behavioural
advertising,

Legend

Channel of data leakage

@ v

Personally identifiable
information

-
)+
-
44
-
-
>
=
<

 PageFair
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Existing Privacy Tools

w rq ¢
DISCONNECT  tclo share

| Final | Final ||

espn.com x
8 trackers blocked

Tracker blocking is@ for this website

Advertising
2 requests

Google Adsense @
| Adobe 1request
& Demdex @
Nielsen 1request
. Twitter Badge
b Analytics N g @
7 requests Omniture @
Social
te .
0 requests > @ see your tracker blocking stats and learn
. more about these companies
el Content >
0O requests
s trackers blocked
—— Whitelist site }\ Visualize page since Feb '17
2y Show counter Cap counter .
, . 7 Correct how Blur works in the form below
Time Bandwidth
NI saved saved r

‘ I H ac BLU R Settings Help Go Premium
1€
Fl

el
&) Get Mobile Protection



Existing Privacy Tools

@ Privacy Badger (7 Yo, I | ) GHoSTERY

Privacy Badger detected 45 potential trackers 15 Trackers Trackers Block Al —
; on this page. These sliders let you control how
Privacy Badger handles each one. You shouldn't found on ° Advertising
1 need to adjust them unless something is broken. S o 10 Trackers 16 Blocked
X
weather.api.cnn.io = 15 EhartBeat
4 Eriteo
rtax.criteo.com o ) ,
DowbleClick
ad.doubleclick.net -] 14 Blocked GooglePublisherfags
1 KeeneDigttan
| googleads.g.doubleclick.net =T v . .
Trust Site MNetRatingsSiteCenstds
Butbrain v
I securepubads.g.doubleclick.net L= & Restrict sit
estrict >ite
Reieor
_____ P PR RS PSS [ ~aaa]
Pause Ghostery Sharethrough
| Disable Privacy Badger for This Site I
| Did Privacy Badger break this site? Let us know! I Map These Trackers @ f;telf\nalg/;mf g
rackers ocKe:
| Donate to EFF I . —




Do not track

* Proposed W3C standard
e User checks a box

 Browser sends “do not
track” header to website

. Website stops “tracking”

« W3C working group trying
to define what that means

Privacy

- - — .I-:_:'I o I._;'._.‘
o] woEy A |5 G

Ceneral Tabs Content Applications Privacy Security  Syr

Tracking

ETE” web sites | do not want to be tracked

History

4k

Firefox will: | Remember history

Firefox will remember your browsing, download, form and
Web sites you visit.

You may want to clear your recent history, or remove indivi

Location Bar

When using the location bar, suggest: = History and |

[

-



Tools to stop tracking, effective?

« Browser privacy settings

— Cookie blocking a {}

— P3P

— Tracking Protection Lists PoNetlrackie
— Do Not Track ®
* Browser add-ons L/
™

* Opt-out cookies

 Digital Advertising Alliance (DAA) AdChoices
icon and associated opt-out pages



Visualization: Connection Graphs




Browser fingerprinting

» Use features of the browser that are
relatively unigue to your machine
— Fonts
— GPU model anti-aliasing (Canvas
fingerprinting)
— User-agent string
— (Often not) IP address (Why not?)



Device Fingerprinting

* Use unique(-ish) combination of device
features as an identifier

 https://panopticlick.eff.org/
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https://panopticlick.eff.org/

Location Tracking

* |P Geolocation
— Hierarchy of IP addresses

 GPS (Global Positioning System)

— ~31 satellites in semi-synchronous orbit in
OUTER SPACE with atomic clocks

— Always ~6 satellites in line of sight
— Multilateration




What Does HTTPS Hide? (Ghost)

* Body of the HTTP request / response IS
hidden

e ...So what’s left to be seen / inferred?



Side Channels

« Using metadata or outside observations to
make inferences about the data

e -



Web Side Channels Include:

» Size of packets

— How can this reveal what pages you are
visiting?
* Timing

Remote Timing Attacks are Practical

David Brumley Dan Boneh
Stanford University Stanford University
dbrumley@cs.stanford.edu dabo(@cs.stanford.edu
Abstract The attacking machine and the server were in

different buildings with three routers and multi-
ple switches between them. With this setup we

Timing attacks are usually used to attack weak comput- were able to extract the SSL private key from
ing devices such as smartcards. We show that timing common SSL applications such as a web server
attacks apply to general software systems. Specifically, (Apache+mod_SSL) and a SSL-tunnel.

we devise a timing attack against OpenSSL. Our exper-  Interprocess. We successfully mounted the attack be-
iments show that we can extract private keys from an tween two processes running on the same machine.
OpenSSL-based web server running on a machine in the A hosting center that hosts two domains on the
local network. Our results demonstrate that timing at- same machine might give management access to

tacks against network servers are practical and therefore the admins of each domain. Since both domain are

1 191 1 & 1 " L4 1 q q ¢ 1




Web Side Channels Include:

e Color

e link one
e second link

e link three (visited)
e fourth link




