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Who Am 1?

« David Cash
— Distinguished cryptographer
— Fan of rare plants
— All-around good guy



Or Am |7



How (and why) do we
authenticate users?



Authentication Abstractly

 Verify that people or things (e.g., a
server) are who they claim to be
* Authentication # Authorization

— Authorization iIs deciding whether an entity
should have access to a given resource

* Access control lists / policies

* Terminology:

— Principal: the legitimate owner of an identity
— Claimant: entity trying to be authenticated



How We Authenticate (1/2)



How We Authenticate (1/2)

* Something you know
— Password
— PIN (Personal Identification Number)
« Something you have
— Smart card
— Private key (of a public-private key pair)
— Phone (running particular software)
« Something you are
— Biometrics (e.qg., Iris or fingerprint)



How We Authenticate (2/2)

 Somewhere you are
— Location-limited channels
« Someone you know (social authentication)
— Someone vouches for you
— You can identify people you should know
* Some system vouches for you
— Single sign-on (e.g., UChicago shib)
— PKI Certificate Authorities
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Why Are Passwords So Prevalent?



Why Are Passwords So Prevalent?

 Easy to use

« Easy to deploy

* Nothing to carry

* No “silver-bullet” alternative



Attacks on Passwords Are Common

BGAWKER



Attacks Against Passwords

* Online attack
— Try passwords on a live system
— Usually rate-limited



Attacks Against Passwords

* Online attack
— Try passwords on a live system
— Usually rate-limited

¢ |8 Twitter, Inc. [US] | https://twitter.com

Yikes! We need you to wait for a bit before trying to login again.

To control abuse, we limit the number of attempted logins per hour.

this help article

Please try again in 60 minutes.

, Home , Moments ¢ [ Q Have an account? Loginw




Attacks Against Passwords

* Online attack
— Try passwords on a live system
— Usually rate-limited

o Offline attack

— Try to guess passwords from the password
store / password database



Some Breached Companies
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Attacks Against Passwords

 Online attack

— Try passwords on a live system
— Usually rate-limited

o Offline attack

— Try to guess passwords from the password
store / password database

* Phishing attack
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Attacks Against Passwords

 Online attack

— Try passwords on a live system
— Usually rate-limited

o Offline attack

— Try to guess passwords from the password
store / password database

* Phishing attack
« Shoulder surfing
 Attack password-protected file / device



Storing Passwords

 Hash and salt passwords

« Hash function: one-way function

— Traditionally designed for efficiency (e.g.,
MD5)

— Password-specific hash functions (e.qg.,
bcrypt, scrypt, PBKDF2)




Storing Passwords

« Salt: random string assigned per-user

— Combine the password with the salt, then
hash it

— Stored alongside the hashed password
— Prevents the use of rainbow tables



Data-Driven Statistical Attacks

* (2009) 32 million passwords: rOCHgOU

» (2016) 117 million passwords: Linkedm

» (2017) 3 billion passwords: YAHOO!

* Total: > 5 billions of passwords stolen from
> 300 services

22



Offline Attack

« Attacker compromises database
— hash("Blase”) =

» Attacker makes and hashes guesses

* Finds match - try on other sites
— Password reuse is a core problem



Password Reuse-Based Attacks

Keep your account secure

Based on our automated security check, your Facebook password
matches one that was stolen from another site. We aren't aware of any
suspicious activity on your account, but please change your password
now to help keep it secure.

Maximilian Golla, Miranda Wei, Juliette Hainline, Lydia Filipe, Markus Dirmuth,
Elissa Redmiles, Blase Ur. “What was that site doing with my Facebook Password?”

Designing Password-Reuse Notifications. In Proc. CCS, 2018.
24



People Reuse Passwords
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Og) AcmeCo

Memory-Hard Hash Function /

Email

jim@mail.com

Argon2i Hash of Password

Sargon2iSv=195m=4096,...

Password Strength Meter

< (—

Username

Password

acmcesi18

]
Show Password & Detailed Feedback #

Rate-Limiting Guessing

I'm not a robot

Your password could be better.

B Consider inserting digits into  (Why?)

the middle, not just at the end

B Make your password longer  (Why2)

than 8 characters

W Consider using 1 or more (Why??)

symbols

A better choice: \a#D18cmccs

How to make strong passwords
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Email

jim@mail.com

ap
'

Linked [{})

Email
jane@aol.com

jessey@gmx.net
jenny@gmail.com

jim@mail.com

john@hotmail.com

(@



Linked [{}}

Email SHA-1 Hash of Password
jane@aol.com 7c4a8d09ca3762a£61e595209

jessey@gmx.net 5baa6ledc9b93£3£0682250b6
jenny@gmail.com 7c222fb2927d828af22£59213
jim@mail.com ba93664a90285b9£f£f18a7a081
john@hotmail.com blb3773a05c0ed0176787a4£l

(@



Crack All The Things!

$> hashcat -m 100 -a0 STARGET S$DICT

Linked [T}

Email Cracked SHA-1 Hashes
jane@aol.com 123456

jessey@gmx.net S5baab6led4c9b93f3£0682250b6

jenny@gmail.com Canadadever

jim@mail.com ROcky!'17

john@hotmail.com HikingGuy89




Dead On Arrival

03) AcmeCo

Email Argon2i Hash of Password

jim@mail.com $argon2i$v=195$m=4096, ..

(—



Dead On Arrival

e
00’

AcmeCo

Email Argon2i Hash of Password

jim@mail.com $argon2i$v=195$m=4096, ..

Linked [T}

Email
jane@aol.com

jessey@gmx.net

jenny@gmail.com
jim@mail.com

john@hotmail.com

Cracked SHA-1 Hashes
123456

5baa6le4c9p93£3£068225
0b6

Canadadever

ROcky!17

HikingGuy89

(@



Dead On Arrival

03) AcmeCo

Email Cracked

jim@mail.com ROcky!'17

Linked [[})

Email Cracked SHA-1 Hashes
jane@aol.com 123456
S5baa6le4c9b93£3£068225

jessey@gmx.net 0b6

1 guess is
enough!

john@hotmail.com HikingGuy89

(@



80, UL THAT BILLION-ACCOUNT EL S e e

YAHOO BREACH WAS ACTUALLY RISK ASSESSMENT —
3 BILLION How LinkedIn'’s password sloppiness

hurts us all

Anatomy of

suardian

= all sections

Check if you have an account that has been compromised in a data breach

5,555,329,164 80,540 87,820,647

Facebook Dined webhcitagiln® UMt pastes paste accounts

Facebook sai L ___
had personal data stolen in e
recent breach

Hackers were able to access name, birthdate and other data in
nearly half of the 30 million accounts that were affected

facebook — You Can Now Look Up Your
Terrible 2006 MySpace Password

k Connect with friande and s~ Sign Up



Monitoring the Black Market

ece / 4 Listing x \\.'.

S! @~ € () tdeamgnduvm42g.onion/listing/3600

Home / Information and Fraud / Databases / Linkedin 167M

Linkedin 167M
Linked m By peace_of_mind ( 100.0% )

05.0000/ BTC 5

In stock.

Postage Option

]

Escrow Yes, escrow by RealDeal is available.
Class Digital
Ships From Worldwide

E1| & Q_ Search

A0 ™m0 w0 g BTCO0.0000 # Home 4 My RealDeal i Support (% Logout

TheRealDeal All :l | want to order ...

Qty: 0 j
Buy It Now

Favorite Question



@ BEST PRODUCTS REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS Q @ JOIN/ SIGN IN

SECURITY

Facebook buys black market
passwords to keep your account
safe

The company's security chief says account safety is about
more than just building secure software.

BY KATIE COLLINS | NOVEMBER 9, 2016 12:56 PM PST

fYF S xR



Password-Reuse Notifications

™ Gmail

Blase Ur <blaseur@gmail.com>

Important information regarding your Houzz account - o8 i

Someone has your password

howzz
1 message
Google

- 1013PM (12N age)  w -

[p——

Sun, 0130, 2016 21238 PM

gy @accaunisgog.con
To: baseur@gmail co

% houzz

Hi AvatarWak,

from another service that

T mensoge has been demied Fesiorn message

Our securlty team noticed that y

was re

As a precaution, and to protect |

oo update your password 1o acces:
forgotPassword, o ey Ty ittty s, Sy Haseur@gma com
am Pon s s Sy et ey s ‘
Deit:
As a reminder, It is a bast practic a1t it [-] Sunday, October 30, 2016 9:38 PM (Central Afica Time)
Vo Fass, Zmoaue

T P —

Thanks,
b The Houzz Team

i you share them across service

et ey ot i
o lved e bkly 2 s

© seotity

Please update your
Spotify password.

 daren

<maximilian golla@gmailcom>

Please Confirm Your Identity

17 (10 0yt 21:50)
soad & $heto 10 o confem your eenty.

3n in attempt to your

5 et your Sy accour, wa'v rost your e T
w2 o b o v o) e i 1
servc win whch 1o uem e

oot g g

1 uss0n 6 ot ek, emem cic e o Pow 10 sty
asso manuaty

ld asign in

Wed. Sep, 2017 1322 PM

spirit

Guarding your parsonal informaion s very Impartant 1 us, 50 we

want 1o make you aware of a situation that could Impact your Spint

Google (o]

Someone has your password

HiBa
‘Someone ust used your passward fo ty fosign i t your Google Account

From: Microsoft sccount team
. Date: Friday, April 17, 2015 3t 6:25 AM
e Googie ccoun Sublledt: Micrasoft account unusual sign- n activity

Microsoft account

To emre s of o s Adibe i
e posord e ik o 85 0t chanrg o pasavors i s e seces obe Sy Aiinas FREE SPIRIT account
e e st ot e - . wt Wi o o had ol o ermaion aprad s v b0 Center Unusua ‘ S |g n-in activ |ty
EVERNO' - Erghen s i s compeamised in connection wih a price breach, urvelated to Sprit
_— bt I W s sz e oo T sswsrd | Aifines. This activiy does not appear to ba assocated with any
e ety T 2 o " You recee s mancat )
e s e Droien, treach of cybersacusity al Spirt Ariines your Gonge prodecor . We detected something unusual about a recent sign-in to the Microsoft account *****@comcast net, To
Door Evemte ute ©2016 Google Inc. 160 help keep you safe. we required an extra security challenge.
s the ey et AL his tme there s no evidence that your credit card °
o Information s at risk. In e to protect acosss fo your FREE

actinty on the Evemete netuo

e for smcthes webese

SPIRIT account, we have disabled your current password and have
sent or will be sending you instructions fo update your FREE
SPIRIT password,

Sign-in detais:
Country/region: United States
1P address: 56.5.655.56

el F i et ey s s o o e We'e hers o help. 50 ¥ you have any questons, lease do not Date: 4/17/2015 6:26 AM (EST)
smcusty rvelpmion, we heve ound o svance het amy of e Sp ey o e matwraw ol | hes2ate to contact us.
v e B Ty 1 Gt e, st v a4 el - . . S
om ot any paymant nifammation for Evematt Your aCcount is in read-only mode to protect your pins fom suspicious acliity. Please reset your password to securs your sccourd, Sincerely. 1 vy themyo can sty kgnore this emal
e o
een changed I Spich Avines ) _
P ol o A b o il g Pinterest Add s A It you're not sure this was you. a malicious user might have your password, Please review your recent activity
: w and wel help you take comective action.
1hia NOMBLON was 0008860, T PABIWONS Bhoed Dy ote. E
e iariod by ey oospton, P othali s, By e Wadhed 604 - e ——— —y— [ Review recont sctivity |
Hatto - |
. . To opt out or change where you receive security notifications, click here,
A Amscn v ke you sty ey vy sy At of s v monkin wo i i o <
3 cein Winde the 1t o ok A e oot mary May Hav
. e have igned
Paasivord Resel - #ord 10 your AMAZoN CoMm account out of an abundance of caution . Thanks,
@56 yOUI PasSwONd when y 10 the Amazon com site To reset password dick “Your Acoount” The Micr account team
iy o o KiLoswing (3 e Amacon com 0 h Sig I pge. ok h Forget yur wﬁ'&w ko e i e G0 Mo o - (10 W2 2 securd
b " Scarta = Sae WOw B btk | S g R Gk | e ]
—— Jeriedoe :
Piobaset * Regly > Forwad @ Achive | @ Juk © Dele
i A e NETFLIX
" X Py neevply@ptmntcons
peza possible on Linkedin, we'rs = Keep Your Account Secure o e Ot A DewrSam.
fog o socudy st sonbin requiarly site and the Internet your safe
. Your security on Instagram is a top priority ) .
A for us. Based on our automated checks,
ke o i ke We've recenty your Linkedi from g & :
You mUSt reset your outside Linkedin, Just to be safe, you'l need to reset your password the next time we've discovered that the password you use L
d bef — youlogn. for Instagram is the same as one that was Hi Aty e
password before you can . stolen from another site. We haven't i .
ti Here's how: detected any suspicious activity on your P
continue account, but we recommend you change We ik scmeons may have ogged il your Paderest .
1.Goto the Linkedin website S account wihout your pemission. Please create a new [Yer—— vy s g e e syt s
e your password password o secure your account ’
Your email was found in a leak of user data from another service.
We're temporarily preventing access to your account o protect it 2 Noxt 10 the passwordfleld, cick he “Forgotyour password” ok and AR PR R =
against unauthorized access, in case you've reused the same enter your emal address.
More information: o 1o e oyl ST

password on SoundCloud.
Your email address or profile URL*
snemennnee| ENter your email address or profile URL

Fene werea: A link to reset your password will be emalled to all addresses.
et e 2550Clated with your account. To learn more, visit our Help Center.

Request a password reset

3. You'll get an emai from Linkedin asking you to click a link that will help
you resat your password.

4.0nce you've reset your password, a confirmation email wil be sent 0 the
‘confirmed emal addresses on your account,

Thanks for helping us keep your account safe,
The Linkedin Team

Prtasest ¥  Neths T

2615 1073 883 woe

Edit Profile

Aher you craste 2 new passwerd. yeur sccourt wil be flly

Guestons? G 1-866.578.7172




Understanding Users’
Password Behaviors



Some Ways to Understand Users

* Retrospective anallviis of user-created

passwords (OC LJOU

» Large-scale online studies
« Examine real passwords
« Qualitative studies



Password Cracking

o I B I .

Blase Ur, Sean M. Segreti, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor, Saranga
Komanduri, Darya Kurilova, Michelle L. Mazurek, William Melicher, Richard Shay.
Measuring Real-World Accuracies and Biases in Modeling Password Guessability. In
Proc. USENIX Security Symposium, 2015.

39




Password-Strength Metrics

« Statistical approaches

— Traditionally: Shannon entropy
— Recently: a-guesswork

» Disadvantages for researchers
— Usually no per-password estimates

— Huge sample required
— Not real-world attacks



Parameterized Guessabillity

« How many guesses a particular cracking
algorithm with particular training data
would take to guess a password

41



7@d@mesb0nd007!

Guess # 366,163,847,194

42



n(cSJZX! zKc™"bIAX"N

Guess # past cutoff



Questions About Guessability

1) How does guessability used in research
compare to an attack by professionals?

2) Would substituting another cracking
approach impact research results?



Approach

password PasSwlOrd passwordpassword pas$Swordl234
iloveyou iLov3you! 1234567812345678 12345678asDF
teamol23 1Qaz2W@x '11@2#3$4%57°6&7*8 'qlg!glg!qglg

4 password sets

X

5 password-cracking approaches




Five Cracking Approaches

« John the Ripper

Hashcat

Markov models

Probabilistic Context-Free Grammar
Professionals



John the Ripper

* Guesses variants of input wordlist

* Wordlist mode requires:
— Wordlist (passwords and dictionary entries)
— Mangling rules

« Speed: Fast
— 1013 guesses

° “JTR”




guesses

A

wordlist
A
| !

John the Ripper @

o

E_,mm




John the Ripper @

usenix
security

—

}SI|pIoM

so|n.

1
SoSSan

0



John the Ripper @

usenix
security

—

}SI|pIoM

so|n.

1
SoSSan

0



John the Ripper @

usenix
security

L]

—

1SI|pIOM

so|n.

usenix
security

usenix

security
us3nix

s3curity

1
SoSSan

—

0



John the Ripper @

usenix
security

—

1SI|pIOM

so|n.

usenix
security

usenix

security

us3NIxX

s3curity

1
SoSSan

—

0



John the Ripper @

usenix
security

—

1SI|pIOM

so|n.

usenix
security
usenix

security

us3nix
s3curity

1
SoSSan

0



Hashcat

* Guesses variants of input wordlist

* Wordlist mode requires:
— Wordlist (passwords and dictionary entries)
— Mangling rules

« Speed: Fast

— 1013 guesses hashcat
advanced
password

recovery




Hashcat

hashcat

advanced
password
recovery

1

}SI|pIom
, =

so|n.

0

SoSSan



hashcat
Hashcat i
recovery
usenix %
- afel
security E

so|n.

0

SoSSan



Hashcat

security

—

|

}SI|pIom
, =

hashcat

advanced
password
recovery

so|n.

usenix

usenixi

us3NIX

security

security

s3curity

1
SoSSan

—

0



Hashcat

usenix

—

|

—

}SI|pIom
, =

hashcat

advanced
password
recovery

so|n.

usenix
usenixi

us3NIX

security

securit

s3curit

1
SoSSan

0



Markov Models

* Predicts future characters from previous

« Approach requires weighted data.:
— Passwords
— Dictionaries

 Ma et al. IEEE S&P 2014

« Speed: Slow
— 1019 guesses




1.0

usenixsecurity

Markov Models @



1.0

|usen'§security

Markov Models @



1.0

Fenidsbeurity

Markov Models @



10
0.2
1.0 o

enix urilty

Markov Models ©



1.0

Markov Models @



Probabilistic Context-Free Grammar

« Generate password grammar

— Structures
— Terminals

« Kelley et al. IEEE S&P 2012
— Based on Weir et al. IEEE S&P 2009

« Speed: Slew Medium
— 104 guesses

+ “PCFG”

© O O O



PCFG {??f

passwordpassword
passwordl123
usenix3

Security

loveyou
nirvanal23



PCFG {??f

passwordpassword
passwordl23
usenixs
Becurity
loveyou
nirvanall23







Professionals ("Pros”)

« Contracted KorelLogic

— Password audits for Fortune 500 companies
— Run DEF CON “Crack Me If You Can”

* Proprietary wordlists and configurations
— 104 guesses
— Manually tuned, updated

o '14;,
y v o o
o ‘ O e v
A Ry, " fag e o /
IR 2o %0 o7 0 <
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LIy
.\ »y "l"»
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Approach

4 password sets

password

iloveyou

teamol23
passwordpassword
1234567812345678
11@2#354%57°6&7*8

PasSwlOrd

iLov3you!

10az2wW@x
pasSwordl234
12345678asDF

'qlglglglqglg

¥ 5 approaches

hashcat

advanced
password
recovery

K

orelLo

CURITY

gic




Outline of Results

* Importance of Configuration
« Comparison of Approaches
* Impact on Research Analyses



Configuration Is Crucial

LongComplex

40% -

w

<

o~
1

N

2

o~
1

Percent guessed

10% -

0% -

R

HC-Best64

10" 10°
Guesses

10l11 1613 10'15



Configuration Is Crucial

LongComplex

40% -

w

<

o~
1

N

2

o~
1

Percent guessed

10% -

0% -

HC-Generated?2

HC-Best64

10" 10°
Guesses

10l11 1613 10'15



Configuration Is Crucial

LongComplex
40% -
330%-
B
)
=
(®))
£20%-
O HC-Generated2
oy
10% -
HC-SpiderLabs
0% - HC-Best64

10' 10® 10° 10" 10° 10" 10" 10"
Guesses



Configuration Is Crucial

LongComplex

40% -
8309 - HC-MWR
7
)
=
(®))
£20%-
O HC-Generated2
oy

10% -

HC-SpiderLabs
0% - HC-Best64

10' 10® 10° 10" 10° 10" 10" 10"
Guesses



Configuration Is Crucial

HC-MWR-bi
LongComplex 9
40% -
y - —— HC-MWR
g 30% HC-Generated2-big
)
=
o
£20%-
O HC-Generated2
)
o HC-SpiderLabs~-big
10% -
HC-SpiderLabs
HC-Best64-big
0% - HC-Best64

10' 10® 10° 10" 10° 10" 10" 10"
Guesses



Outline of Results

« Comparison of Approaches
* Impact on Research Analyses



Comparison for Basic Passwords

80% -

60% -

Markov

guessed

40% -

Percent

20% -

0% -

10" 10® 10° G107 10* 16" 0% 10"
uesses



Comparison for Basic Passwords

80% - PCFG
o) 600/0 x
0]
3 Markov
g
(@)
+40%
(o)
=
(o)
o

20% -

0% -

10" 10® 10° G107 10* 10" 10" 10"
uesses



Comparison for Basic Passwords

80% - PCFG
JIR

L o) GOOA) q
o)
o Markov
g
o)
+40%
o)
o
)
o

20% -

0% -

10" 10® 10° G107 10° 10" 10™ 10™
uesses



Comparison for Basic Passwords

80% - CFG
ashcat
JIR

o 600/0 !
@
% Markov
=
(@)
+40%
®
S
()
(ol

20% -

0% -

10" 10® 10° G107 10* 10" 10™ 10"
uesses



Comparison for Basic Passwords

Min_auto
80% - CFG
ashcat
JIR
O 600/0 .
)
- Markov
E
(o))
+40%
()
o
i)
o
20% -
0% -

10' 10®° 10° 10" 10° 10" 10" 10"
Guesses



Comparison for Complex Passwords



Comparison for Complex Passwords

40% -

w

<

o~
1

N
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o~
I}

Percent guessed

10% -

/ Markov

10' 10 10> 10" 10° 10" 10 10"
Guesses

0% -




Comparison for Complex Passwords

40% -
PCFG
©30%-
7
(o))
=
(@)
£20%-
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o
10% -
Markov
0% -

10' 102 10> 10" 10 10" 10 10
Guesses



Comparison for Complex Passwords

40% -
PCFG
T anoy/
%30 L JTR
@
=
(@)
£20%-
o
()
ol
10% -
Markov
0% -

10' 10® 10° 10" 10° 10"™ 10™ 10"
Guesses



Comparison for Complex Passwords

40% -

PCFG
§ 30% - Hashcat
7] JITR
(o}
=
()]
€ 20%-

S
(o)
o
10% -
Markov
0% -

10' 10° 10° 10" 10° 10" 10" 10%
Guesses



Comparison for Complex Passwords

Min_auto
40% -

PCFG
§ 30% - Hashcat
%) JIR
®
S
o
& 20% -
=
)

o
10% -
Markov
0% -

10' 10° 10° 10" 10° 10" 10" 10
Guesses



Comparison for Complex Passwords

Pros
Min_auto
40% -

PCFG
§ 30% - Hashcat
A JTR
@
=
(@)

& 20%-
o
[}
2 B
10% -
Markov
0% -

10" 10® 10° G107 0 " 40 07
uesses



Per-Password Highly Impacted

90



Per-Password Highly Impacted

« JTR guess # 801 @
PdsswOrd!

91




Per-Password Highly Impacted

« JTR guess # 801 @

» Not guessed in 10** PCFG guesses @

92




Per-Password Highly Impacted

« JTR guess # 801 @

» Not guessed in 10** PCFG guesses @

P(@

S S W

0

rd!

93



How Do We Help Users
Make Better Passwords?



Problem 1: Bad Advice

Carnegie Mellon University

Password Requirements

Must Contain

s At |least 8-characters.

#« At least one uppercase alphabetic character (e.qg., 4-7).

#« At least one lowercase alphabetic character (e.q., a-z).

« At least one number (e.qg., 0-9).

« At least one special character (e.qg., [J~1@#§%~&*()?<>./_-+=].

Cannot Contain

¢« Known information (i.e., first name, last name, Andrew userID, date of birth, 2-digit
Carnegie Mellon ID number, S5N, job title).
+« Four or more occurrences of the same character (e.qg., aaaa, 2222, al23a345a678a).*
« A word that is found in a standard dictionary.®
(after removing non-alpha characters).

*This requirement does not apply to Andrew account passwords
that are more than 19 characters in length (e.qg., passphrase).

Additional Policies

+ Last five passwords cannot be used.
+ Cannot be changed more than four times in a day.
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Problem 2: Inaccurate Feedback

‘ Password1! E
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Problem 3: Unhelpful Feedback

X Please enter a stronger password.

X Please enter a stronger password.
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Better Password Scoring

o B B - B

William Melicher, Blase Ur, Sean M. Segreti, Saranga Komanduri, Lujo Bauer, Nicolas
Christin, Lorrie Faith Cranor. Fast, Lean, and Accurate: Modeling Password
Guessability Using Neural Networks. In Proc. USENIX Security Symposium, 2016.
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Better Password Scoring

* Real-time feedback
* Runs entirely client-side
* Accurately models password guessabillity

N

|

Recurrent Neural
Networks (RNNs)

LSTM Architecture
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Generating Passwords
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Generating Passwords

PaSSW === 0 Or maybeOorOor...
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Generating Passwords

Next char is:
A: 3%
B: 1%

PASSW ===l C: 0.6%
O: 55%
Z: 0.01%

0: 20%
1. ...
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Generating Passwords

“wr

Prob: 100%

—>

Next char is:
A: 3%
B: 2%
C: 5%
O: 2%
Z: 0.2%
0: 1%
1:
END: 2%
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Generating Passwords

Next char is:
A: 3%
B. 0
Prob: 100% 0: 2%
Z: 0.2%
0: 1%
1:
END: 2%
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Generating Passwords

IICH '

Prob: 5%
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Generating Passwords

Next char is:
A: 10%
B: 1%
C: 4%
uCn q
Prob: 5% O: 8%
Z: 0.02%
0: 3%
1:
END: 6%
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Generating Passwords

B /0

C: 4%
Prob: 5% O: 8%

Z: 0.02%

0: 3%

1:

END: 6%
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Generating Passwords

IICAH
Prob: 0.5%

Next char is:
A: 3%

B: 10%
C: 7%

O: 1%

Z: 0.03%
0: 2%

1:
END: 12%
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Generating Passwords

Next char is:

. 0

B: 10%

C:
“CAB” —

Prob: 0.05% O: 1%
Z: 0.03%
0: 2%

1:

E

ND: 3%
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Generating Passwords

IICABII '

Prob: 0.05%

Next char is:
A: 4%

B: 3%

C: 1%

O: 2%

Z: 0.01%
0: 4%

1:
END: 12%
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Generating Passwords

Next char is:
A: 4%
B: 3%
C: 1%
“CAB” —
Prob: 0.05% O: 2%
Z: 0.01%
0: 4%

1: l”
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Generating Passwords

IICABH
Prob: 0.006%
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Descending Probabllity Order

CAB- 0.006%
CAC- 0.0042%
ADD1 - 0.002%
CODE - 0.0013%
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Design Space

* Model size: 3mb (browser) vs. 60mb (GPU)

* Transference learning

— Novel password-composition policies
* Training data

— Natural language
* (Many others)



Key Results

* Neural networks produce better guesses
than previous methods

« Larger model not a major advantage
* Browser implementation in Javascript



Intelligibility (Explanations)
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Building a Data-Driven Meter

Username

Password

Mypassword123
=

Confirm Password

Show Password & Detailed Feedback ¢

Create Your Password

Your password is very easy to guess.

A

m Don't use dictionary words (Why?)
(password)

m Capitalize a letter in the {(Why?)
middle, rather than the first
character

m Consider inserting digits into  (Why?)
the middle, not just at the end

A better choice: My123passwoRzd

How to make strong passwords

Blase Ur, Felicia Alfieri, Maung Aung, Lujo Bauer, Nicolas Christin, Jessica Colnago,
Lorrie Faith Cranor, Henry Dixon, Pardis Emami Naeini, Hana Habib, Noah Johnson,
William Melicher. Development and Evaluation of a Data-Driven Password Meter. In

Proc. CHI, 2017.
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We desighed & tested a meter with:
1) Principled strength estimates

2) Data-driven feedback to users

football playhy
angels

. lovely

= 1= sunshine

2SS

baskethall



—
ad
-

—

= sunshine

football
angels

LIRS

2SS

basketball



2) Data-driven feedback to users

ret 5 football gy
= angels

= = sunshine

2SS

basketball



Provide Intelligible Explanations

UnicOrns

Don't use simple Capitalize a letter in the
transformations of words or| [middle, rather than the first
phrases (unicorns - character

UnicOrns)

« 21 characteristics
* Weightings determined with regression

121



After Requirements Are Met...

Create Your Password

Username Your password could be better.
blase

W Don't use dictionary words or
words used on Wikipedia

Password L : L
W Consider inserting digits into

the middle

Show Password & Detailed Feedback W Consider making your (Why?)
password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Displays Score Visually

Create Your Password

Username Your password could be better.
blase

Whe?

W Don't use dictionary words or
words used on Wikipedia

Password L 9

W Consider inserting digits into

B Consider making your

password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Provides Text Feedback

Create Your Password

Username Your password could be better.

blase W Don't use dictionary words or  [Why?)
words used on Wikipedia

Password

W Consider inserting digits into

the middle

Show Password & Detailed Feedback B Consider making your
password longer

Confirm Password See Your Password
With Our Improvements

How to make strong passwords




...Gives Detall (Password Shown)

Username Your password could be better.
blase

W Don’t use dictionary words
(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3| m Consider inserting digits into

the middle, not just at the end
Show Password & Detailed Feedback #

W Consider making your
password longer than 14

Confirm Password s

A better choice: C3ryptoUniCorn@

Continue T —
ow [o make strong passwords




...Offers Explanations

Create Your Password

Username
blase

Password
CryptoUnicorn3|

Confirm Password

Show Password & Detailed Feedback #

Your password could be better.

W Don’t use dictionary words
(Unicorn) or words used on
Wikipedia (Crypto)

m Consider inserting digits intn::
the middle, not just at the end

W Consider making your
password longer than 14

characters

A better choice: C3ryptoUniCorn@

How to make strong passwords




Explanations Shown in Modal

Ways to Improve Your Password
CryptoUnicorn3

Show Password & Detailed Feedback #

A better choice: C3ryptoUniCorn@

Your password could be better.

M Don't use dictionary words (Unicorn) or words used on Wikipedia (Crypto)
Attackers use software that automatically guesses millions of words
commonly found in dictionaries, wordlists, or other people’'s passwords

W Consider inserting digits into the middle, not just at the end
38% of people also put digits at the end of the password

M Consider making your password longer than 14 characters
n recent years, attackers have gotten much better at guessing passwords
under 16 characters

How to make strong passwords
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Standard Feedback

Create Your Password

Username Your password could be better.

— W Don't use dictionary words (Why?)

(Unicorn) or words used on
Wikipedia (Crypto)

A better choice: C3ryptoUniCorn

L LA anL anl
password longer than 14

Confirm Passwo S

A better choice: C3ryptoUniCorn@
Continue
- How to make strong passwords




What about
Biometrics?
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Biometrics

Fingerprint

Iris scans or retina scans
Face recognition
Finger/hand geometry
Voice or speech recognition
The way you type

(Many others)



Practical Challenges for Biometrics

* Immutable (can’t be changed)

* Potentially sensitive data

* High equipment costs

» Sensitive to changes in the environment
* Biometrics can change over time



Storing Biometrics: Templates

Biometric

Minutia Points

o O
o, Qg

P D .1
?

QPP

Ckm_gﬁ

0 o

-—ﬁ

"'ﬂ

Minutia Map

Data Stream

0101010001101000011010
0101110011001000000110
10010111001 10010000001
1011100110111101110100
0010000001100001011000
1101110100011101010110
0001011011000110110001
1110010010000001100110
0110100101101110011001
1101100101011100100111
0000011100100110100101
10111001 11010000100000
0110010001100001011101
0001100001001011000010

Administrator

Enter 1D, ,PW,, .FP;

Smart Mobile Device

FP,

W

Fuzzy Extractor

. R'=Rep (FP;,P) J
.

Authenticated

| ————————

server

Step 6

Send (IDyg||r,).

Up- Ty,

Generate 7,

Compute hy,,

Yag Va U,




My,

lﬁl
Android 4.0 Face

iPhone 55
Unlock

Touch ID

—

hTc

(]‘ giens 19

40N

Success

i
Touch ID is ready. Your print can be
used for unlocking your iPhone.

Images fair use from androidcentral.com, creativebits.org, and businessinsider.com.



Smartphone Biometrics

* Purpose Is to reduce the number of times
a user must enter their password

 Falls back to the password
* Face recognition can be tricked by a photo

* Fingerprint recognition can be tricked by a
gummy mold

« Users find fingerprint unlock convenient,
but do not particularly like face unlock



Practical Authentication



Single Sign-On

-F Login with Facebook




Two-Factor Auth

Y * D al
Google Authenticator

Enter this verification code if
prompted during account sign-in:

alice@gmail.com

547173

alice.work@company.com

166123




Physical Tokens / Smart Cards

» Codes based on a cryptographic key
— Token manufacturer also knows the key

 What If there i1s a breach?




WebAuthn (2019)

FIDO2 BRINGS SIMPLER, STRONGER
AUTHENTICATION TO WEB BROWSERS

O OO https://mww.fidobank.com

USE WHAT’S ON YOUR PC...
PLEASE AUTHENTICATE —~~Getummmm [@/@m [] {@)}J ['@

L -

HER e,
e bR LD u
¢eeo SN

FIDO AUTHENTICATION: THE NEW GOLD STANDARD

‘ ) ’ aetna Bankof America %%~

¥2propbox €bay  facebook
m Google décomo P PayPal
.
Protects against phishing, Log in with a single Already supported in
man-in-the-middle and gesture — HASSLE FREE! market by top online
attacks using stolen services

credentials



Resetting Accounts

* | forgot my password!
» Send an email?

« Security questions?

* In-person verification?
* Other steps?

* (No backup)



Password Managers

* Trust all passwords to a single master
password

— Also trust software




Conclusions

« Authentication is really hard!

— Hard for system administrators
— Hard for users

« Unfortunately, authentication is necessary



